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Ever since digital and social media activities made their way into our day-to-day lives,
things have become very different. People are continuously glued to their mobile devices,
including children. Besides the tv screen time, mobile media time for 0-to-8 year-olds has tripled
between 2013 and 2017, from an average of 15 minutes per day to 48 minutes per day1. As
digital exposure is increasing at earlier ages, the danger of social information sharing increases
as well.
Children do not often realize that they are giving out a vast quantity of their personal
information, and even their parents' to the internet while being online. They are a particular
vulnerable population when speaking of digital marketing and advertising - they could be easily
manipulated and persuaded towards sharing their personal information and using the services or
products.
This thesis project intends to raise awareness about the impact of online safety among
children and their parents, and also seeks to explore the possible communicational ways of
helping parents helping their kids better protect their online user data in the meantime. The goal
is to find an easy tool to serve as an easy-to-learn life lesson for both the kids and their parents,
with parents leading the way. And the project should communicate the idea of safety does not
happen by accident and people should help their loved ones better manage and protect their
online data.

Keywords: Digital Identity; Social Media; Private Information; Online Data; Mobile Devices;
Education; Communication
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Social media and mobile devices are ubiquitous today. People are continuously glued to
their digital and mobile devices, including the younger generations. However, as digital exposure
is increased at earlier ages, the danger and complexity of digital and social information sharing
also increase.
A big problem that the society is facing now is that kids often fail to see their online
activities as generating personal information and sharing it beyond their intended circle of social
contacts. They are a particularly vulnerable population and could be easily manipulated online.
Without understanding the process of exchange of information involved in online activities,
children and their parents can hardly protect their user data and privacy.
In my research from pages 10 to 14, it’s noted that mobile media time for 0-to-8 yearolds has tripled between 2013 and 2017, from an average of 15 minutes to 48 minutes per day.
And 42% of children under 8 have their own tablet devices, which increase from 7% in 2013 and
less than 1% in 20112. In addition, 55% of teens have given out personal information to
someone they don't know3 and 92% of children have an online presence by the time they are
two4. With all these key data, it’s obvious that social media has been a huge part of younger
generations’ lives - data is following them around ever since they were born. As the younger
children are growing up, the duration of their social media and online data can only get longer
and the marketers will never undervalue this population.
In order to better educate children on the impact of online safety and the importance of
online data protection, I created DiGiME, an interactive digital experience to visualize the
invisible internet information exchange and the impacts of online behaviors for kids and their
parents so they could enjoy the online world and avoid potential risks.
I also conducted an online survey to gather meaningful insights to better support the
solution. Based on some research prior to this survey, children age from 12 to 17 legally fall into
a protected class of people who also cannot consent5. Due to this complexity of surveying
children under 18, I sent the survey out to the parents of kids age between 5 and 13, with the
generous help of family and friends. And I gathered a total number of 65 results. As shown on
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page 13 and 14, about 40% of the parents confirmed that their kids have a presence online and
about 52.3% of parents did not feel so confident in guiding their kids to understand the social
boundaries and protecting their online safety. After all, it’s essential to have a digital tool like
DiGiME to help the parents help the kids realize the importance of safeguarding their digital
identity and data. And another response suggests that an interactive digital product or experience
would be helpful for the kids to better understand the rules of the digital world.
When looking at other existing products in the market, I also realize that it’s crucial to
strengthen children’s connection to the product itself. Coming up with the idea of using the
Exquisite Corpse construction (presented on page 18-20) as a design base provides an
opportunity for kids to customize their own digital identity and understand that their actions
online can have negative impacts on their identity. Having features like storing and curating the
characters in a gallery (page 27 and 32) also represent the idea of safeguarding data and identities
with healthy online habits.
My ultimate goal was to make the experience fun and meaningful so that it could ease the
education of social information sharing effectively. Choosing the proper prototype was one big
challenge I faced as kids nowadays have very a limited attention span. Adopting a method that
differentiates itself from the traditional teaching method but still delivers knowledge and joy was
the key point. The factory concept and mini game series that DiGiME uses achieved a balance of
education and fun. With the additional elements such as the physical mix & match card set and
coloring paper (presented on page 49 and 50), DiGiME makes even stronger connections to the
ideas and knowledge and reinforce the memory created previously. The physical design elements
also help reduce screen time and encourage them to be more creative outside of the digital
screens and devices.
Another challenge involved was performing testing and workshop during the COVID-19
pandemic. It made it almost impossible to test out the effectiveness of the prototype among
actual kids and their parents. However, the pandemic also made it even more important to
educate the impact and danger of social information sharing as more young children are spending
more time indoors and online. If I were to push DiGiME further in the future, I hope that the
scope of this prototype can expand beyond a tablet and become more accessible and adaptable,
such as an interactive museum display or an online platform, teaching these important lessons in
any way possible.
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